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It must be a nightmare scenario for any law firm. Hackers break 
into your firms' computers, access confidential information 
about your clients and the correspondence you have had with 
them and then publish it. But for leading Lisbon law firm PLMJ, 
this nightmare became reality. In January, the firm's systems 
were hacked and information was published on the "Mercado de 
Benfica" blog. Prior to the newspapers getting hold of the story, 
PLMJ went through the drama and anxiety of trying to obtain an 
injunction, but the efforts failed. The secrets were out. The stress 
for those involved must have been unimaginable. What clients 
want when they appointed a lawyer is a trusted adviser, but in 
this case that trust had been broken, though it is hard not to feel 
sorry for PLMJ, which was the victim of a crime perpetrated by 
some very sophisticated hackers. 

Perhaps unsurprisingly, PLMJ was unwilling to provide any 
official comment when asked for an update on the fallout from 
the attack. Lawyers at the firm will want people to stop talking 
about it in the hope that the story, and the negative publicity that 
surrounds it, will go away. Meanwhile, partners at rival law firms 
are breathing a huge sigh of relief that it wasn't their organisation 
that had its name tarnished by such a worrying security breach. 

WARNING CLIENTS 
Despite the absence of official comment from PLMJ, sources 
close to the firm say that the management took a series of steps 
when they realised their systems had been compromised. "The 
firm found out just before the press did, all the IT guys were 
called and a specialist US cybersecurity specialist was instructed 
to analyse everything; says one source . There is speculation 
that an employee from a specialist IT company that provides 
services to the firm may have allowed, deliberately or unwittingly, 
a password to fall into the hands of a hacker, though this is 
unconfirmed and police are investigating. "It's a very sensitive 
issue," says another source. "Clients were warned, the firm took 
the lead on that and contacted all the clients, it was taken very 
seriously. However, there are issues, and the firm does not want to 
talk openly about the matter." 

It's no real surprise that it was a Portuguese law firm that was 
the victim in this case. Data shows that, when comparing EU 
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